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OVERVIEW

The Empire State building sits over New York City, allowing visitors at the top to see five states. Imagine if the Empire State 
building was a tower of hundred dollar bills looming over Manhattan. That tower of cash would only represent 1/200th of the 
current cost that cyber criminals are inflicting on the global economy; currently estimated at $100 billion USD1. What are you 
doing to ensure your company is not victimized by these criminals?

IT departments across America are nervous. Threats are growing at an alarming rate, both domestic and foreign. Even our 
national leaders seem baffled by the rapid changes, with James Clapper, Director of National Intelligence, stating “Our primary 
concern is low-to-moderate level cyber intrusions from a variety of sources, which will continue and probably expand.”2

There has been an explosion of cyber-security companies created over the last few years eager to earn your business. Claims of 
advanced machine-learning and artificial intelligence technology that “keep your company safe” are being thrown around all over 
the internet, which sounds great until you see the price tag3. Even worse, often these technologies do little to help secure your 
company from the most common types of attacks.

What is a company to do? Is it possible to design and implement an effective cybersecurity program without breaking the bank? 
Do I really need all this fancy new tech? Where does one even begin? 

The number of security breaches has sky-rocketed since the early 2000’s, with hacking and malware taking the lead4.
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These aren’t easy questions to answer, and it seems that most experts who claim to have the answer are trying to sell you something 
(try googling “Do I need SIEM?” or “Do I need a pen test?”). This white paper doesn’t purport to give you all the answers but it 
will introduce security reviews, explain what their purpose and value are, help you understand what your organization can expect 
during a review, and how companies can find the right team to perform the assessment. 

Security reviews are a “back to basics” approach that help define and improve your organization’s security goals, policies, and 
procedures. The methodology used provides organizations a snapshot of their current IT environment and offers realistic 
suggestions. These reviews are designed specifically to answer security-related questions quickly and help guide changes in the 
organization that improve security posture.

A security review is valuable due to the broad strokes employed. If you are questioning whether you need a new firewall or better 
identity management, a security review can clarify your network needs. If you want to start securing your environment but aren’t 
sure where to start, a security review will provide a guide. If you have significant changes in your infrastructure or management, 
and want to have a check-up, a security review will help.

A security review can be a valuable part of your IT strategy to assure your data and business operations are secured against the tide 
of cyber threats. The remainder of this paper provides specific details on the purpose and procedures of security reviews.

DIFFERENCES BETWEEN A SECURITY REVIEW, A SECURITY AUDIT, AND A 
RISK ASSESSMENT

To properly understand the purpose of security reviews, we should first distinguish the difference between a security review, a 
security audit, and a risk assessment.

An IT audit’s primary goal is to verify that systems, processes, and other information-related controls are effectively designed and 
implemented5.  A dedicated external or internal auditing group performs this audit, which provides a high level of assurance. This 
requires a longer time frame and greater detail than security reviews. The final result of an IT audit is usually a report detailing 
the level of controls and their efficacy. 

Risk assessments are designed to test only the risk in the organization and are generally designed to be performed internally. 
Often the framework for a risk assessment is chosen based on the compliance requirements for your organization and aims to 
give an exact measure of risk. These are most frequently done as part of an internal security program or to meet a compliance 
requirement relevant to your organization.  The process is typically expensive, granular and can take months to complete.

Both audits and risk assessments are designed to serve a very specific purpose and are often based on compliance or other external 
factors. If you aren’t sure if you need an audit or a risk assessment, they are bad places to start.

Security reviews are very different from audits and risk assessments. They offer a holistic view of your environment and do not 
conform to a specific framework or standard. The goal of a security review is not to give an exact measurement of risk or assess 
how closely your environment is to a pre-defined standard but rather to offer an overall view of your environment and provide 
you with actionable solutions to minimize threats that are specific to your environment.

Test Timeframe Compliance 
Driven

Controls 
Verification

Actionable 
Recommendations

Typical Starting 
Cost

IT Audit Weeks to Months Often Yes Partial $35,000
Risk Assessment Weeks to Months Yes Yes Yes $20,000
Security Review Days to Weeks No Partial Yes $3,500

OVERVIEW - Continued
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Security reviews offer significant value to an IT department due to the consultant’s recommendations to improve security and 
minimize threats. While other assessments compare an IT environment against a specific “one-size-fits-all” list of expectations, a 
security review considers the unique aspects of your organization’s environment and offers an independent opinion for improving 
its security. They are designed to provide realistic solutions that can be implemented quickly following the review. 

THE SECURITY REVIEW PROCESS 

A security review will consist of an interview and several follow-up questions with a group of key personnel that should include 
members of your IT department and may include executives or administrative staff. This should be on-site whenever possible but 
it can be done remotely in certain circumstances. This is also a chance for your IT department to ask questions they may have 
and take advantage of having a security professional looking at your environment. After that, the reviewer will assess your IT 
environment and deliver some suggestions for network hardening and updating your security posture.

While there is no defined process, a security review will follow a few basic patterns.

1. Identify critical systems
This step is the initial start of a security review and is usually done as an on-site interview. The goal here is for the reviewer 
to gather an understanding of your environment, business needs, and threat landscape. This is the stage where the big 
picture starts to come into focus.  This allows for the remainder of the review to be customized to your environment.

2. Identify expected controls
This step takes the information found previously and establishes a baseline expectation for what controls should be in 
place. It is vital since the needs of a ten-person local real-estate agency are vastly different than a national healthcare 
provider. This is where the reviewer starts to develop a model for your environment, given the size, business needs, and 
critical systems of your organization.

3. Evaluate controls
This step will require a more hands-on approach from the reviewer. The reviewer will check the configuration of your 
servers, assess physical security measures, review operation procedures, and check backup and recovery systems.  This may 
also include tests such as vulnerability scanning or penetration testing.

4. Analysis and follow-up
After the interview and physical observation is finished, the reviewing team will analyze the collected data and begin to 
prepare a detailed report. They may ask clarifying questions or perform simple tests that usually can be done remotely. 
Once the team has reached a consensus on all findings, they will issue a report to your organization that provides a 
summary of the assessment and actions that can be taken to strengthen your security program.

DIFFERENCES BETWEEN A SECURITY REVIEW, A SECURITY AUDIT, AND A 
RISK ASSESSMENT - Continued
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DETERMINING THE RIGHT TEAM

The right fit for your organization can make or break your security review. Since the reviewing team will be in your network and 
interviewing employees, it is vital that you ensure that the trust level is high. A few simple questions can help you maximize the 
benefits of a security review.

1. What does your organization want out of the review?
This is the most important question to ask. Have you been recently breached and need to harden your network? Do 
you want to know where to allocate your budget? Is there a recent or upcoming leadership change that will affect your 
environment? These are great reasons to perform a security review but each will require a different emphasis for the 
reviewing team. Making sure you have key questions and goals in mind before starting the review will help make it go 
smoothly.

2. How does the team define risk?
Risk can be defined in a variety of ways and you will want to ensure that it is clear how the reviewers define a risk to your 
environment. Generally, risk is seen as the impact of a security breach and the probability of an event occurring (i.e. your 
earthquake insurance in Kansas should have very low premiums).

3. How does the team approach the project?
A security review will be more effective if you know how the team views its role in the project. Will it view this as a one-
time service or act as a perpetual resource to your organization? Do they understand what your business needs are and the 
unique security challenges facing your industry?

4. What are the professional credentials of the team?
It is important to look at the experience the team has, including how long they have worked in IT and how many reviews 
they have done. The team should have experience working with a variety of vendors and IT environments. They should 
be familiar with your industry and your business. The team should have certain industry standard security certifications as 
well6. The team will be in your environment; so you need to make sure they know what they are looking for.

5. What is the timeline?
Ensuring that you and the reviewers are on the same page about the project timeline is essential. While each team and 
environment will be different, you can expect about half a day to a day of on-site work and then a week to two weeks for 
a report to be compiled. This will vary depending on whether the review includes a vulnerability assessment, penetration 
test, or other additional services.

6. What is the deliverable?
Be upfront and clear about what the final product will be. A report that details the risks found and what controls can be 
added or modified to decrease the risk is the most often expected result. However, depending on your environment you 
may want to add some form of follow-up or assistance in implementing the controls or a re-test several months later after 
your team has been able to start implementing the recommendations.
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CONCLUSIONS

Securing your IT environment is more critical today than ever. Every organization must think about what it is doing to secure its 
infrastructure. Security reviews offer a cost-effective way to begin developing and strengthening the security program in your IT 
environment. They provide you with a prioritized list of actions that can be implemented quickly.

Whether you are just starting to think about how to secure your environment or you have an ongoing program, a third-party 
review can go far in helping to clarify and focus your goals. The holistic approach allows reviewers to obtain a broad picture of 
your organization’s IT environment and its unique risks, rather than comparing it against a predefined set of standards. This goes 
a long way in creating a unique set of recommendations that are customized to your organization.

Choosing the proper team to perform a security review is a vital part of the process. Ensuring that you have an idea of what you 
want from the review and checking the professional credentials of the team will help maximize the impact a review will have.

The threats facing organizations have increased and the trend will definitely continue. Reviewing and developing a security 
program will be essential to protect your organization. Security reviews can be a vital tool in building and maintaining your 
organization’s security.
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